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Summary of the Decision

Origin of the case

The controller reported a data breach notification involving 643 of their customers in the EU. The
former ex-employee accessed the customers data and exported them with the intention of extracting
money from the controller.

Findings

In the course of its investigation, the LSA found that the controller had a relevant contract in place
with the service provider, as a processor. The contract provided sufficient guarantees for their
processing activities. There has been no damage or distress to any of the data subjects involved in this
incident and the controller did not receive any complaints as a result of the infringement.

The controller implemented two remedial measures, by taking down the portals for which
vulnerabilities were found, and by informing the data subjects about the data breach and possible
phishing attempts.

Decision

Although no infringement to the GDPR was found, the LSA issued two recommendations to the
controller. First, to implement more regular reviews of any third parties to ensure that they are
meeting their contractual agreements in relation to compliance with data protection legislation



including having appropriate technical and organisational measures, confidentiality and the
processing of data only on the documented instructions of the controller to ensure the protection of
data subjects rights. Second, to improve password management with their service providers.



